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1. OBLAA XAPAKTEPHCTHKA PABOYEH ITPOTPAMMBI ITPO®ECCHOHAJIBHOI O MOJYIIA

«JIM.01 Hacmpoiika cemegoii UdpacmpyKmypbl»

1.1. Llenv u naanupyemoie pe3yiomamsl 0C60EHUSI RPOPECCUOHANBHO20 MOOYIS

B pesynprare msyueHus npoheCCHOHATBHOTO MOAYMIS CTYACHT JOJDKCH OCBOUTH OCHOBHOM BUJ ACATEIBHOCTH
Hacmportixa cemesoii unppacmpykmypsl 1 COOTBETCTBYIOLIHE My OOIIME KOMIIETCHIIUH, NPo(eccHoHaIbHbIC
KOMIIETCHIIHH

L.

1.1. IlepeucHp OOIUX KOMIICTCHIIHAN

Kon HaumeHoBaHue 001MX KOMIIeTeHIHH
OK 01 Beibupats criocobsl peurerns 3a1a4 npodecCHOHANBHON AeATENbHOCTH MPUMEHUTEIBHO
K Pa3JIMYHbIM KOHTEKCTaM
Hcnonp30BaTh COBPEMEHHBIE CPEACTBA MIOMCKA, aHATN3a H HHTEPIPETALUN HHYOPMALHH,
OK 02 |u wuHQOPMALMOHHbIE TEXHOJOTHH U1 BBINOJHEHHUS 3amad  MpodecCHOHATBHON
JESITEJIbHOCTH
[InarupoBaTh W peanu30BBIBATH COOCTBEHHOE NPO(PECCHOHANBHOE H JIMYHOCTHOE
OK 03 | P33BUTHE, TPENPHHHMATENLCKYIO JIESTENHOCTE B npodeccuoHambHORH — cdepe,
UCTIONIb30BaTh 3HAHUS IO MPaBOBOW W (DUHAHCOBOW TPAMOTHOCTH B Pa3IMYHBIX
JKU3HEHHBIX CUTYalVSIX.
OK 04 o
O} dexTHBHO B3aUMONEHCTBOBATH 1 PaOOTaTh B KOJUIGKTHBE U KOMAaHJIE
OcCylIecTBIATh YCTHYIO M IUCBMEHHYID KOMMYHMKALMIO Ha TOCYJAapPCTBEHHOM SI3bIKE
OK 05 | Poccumiickoii ®emepaunu C y4eTOM OCOOEHHOCTEH COLMAIBHOTO U KYJBTYPHOTO
KOHTEKCTa
IIposiBaATE TrpakAaHCKO-MATPUOTHYECKYH) MO3HULMIO, AEMOHCTPUPOBATH OCO3HAHHOE
OK 06 | IOBENIEHHE Ha OCHOBE TPAXULIMOHHBIX POCCHICKUX NyXOBHO-HPAaBCTBEHHBIX HeHHOCTeﬁ,vB
TOM YHUCJIE C Y4€TOM rApMOHU3ALUN MEKHALIMOHAIBHBIX U MEXPEJIUTHO3HBIX OTHOLIEHUH,
IPUMEHSATH CTAHAAPThI AaHTUKOPPYNLHUOHHOIO MOBEIEHUS
ConelcTBOBaTh COXPAHEHUIO OKPYXKAKOLIEH Cpenpl, pecypcocOepekeHH0, MPUMEHSTh
OK 07 | 3HaHus 00 U3MEHEHWHU KJIMMaTa, MPUHLUITBI OEPEKIIMBOrO MPOU3BOACTBA, YPHEKTHBHO
JEHCTBOBATDH B UPE3BbIYAHBIX CUTYALUSAX
Hcnonp3oBath cpencTBa GU3NIECKON KyJIbTYPHI U1 COXPAHEHHUS U YKPETIIICHUS 310POBbSI
OK 08 | B mporuecce npoheCCHOHANBHON NESITEIbHOCTH U MOAAEPKAHUA HEOOXOAUMOTO YPOBHS
(bu3nIecKoll MOArOTOBJIEHHOCTH
OK 09 ITonb3oBaTbecst  MpoecCCHOHANBPHONW  MOKYMEHTaluuell Ha  TOCYapCTBEHHOM U
HMHOCTPAHHOM $I3bIKaX
1.1.2. Tlepedennb npodeccroHANTbHBIX KOMITETEHITHIA
Kox | HanMmeHoBaHMe BHIOB JIESITEILHOCTH U MPOECCHOHATBHBIX KOMITETEHITHH
B/ 1 | Hacrpotika cereBoii HHYpPaCTPyKTyphI
IIK 1.1. | loKyMEHTHUPOBaTh COCTOSIHUSI WH(POKOMMYHHKALIMOHHBIX CHCTEM M WX COCTABJSIIOIINX B
MpoLIeCCe HATAAKN U HKCIUTyaTaLuu.
IIK 1.2 | [Mognep:kuBath pabOTOCIOCOOHOCTD AMMapaTHO-MPOTPAMMHBIX CPEICTB YCTPOUMCTB
UH(POKOMMYHUKAIIHOHHBIX CUCTEM.
IIK 1.3. | YcrpassTh HEHCIPABHOCTH B paboTe HHYOKOMMY HUKAIIMOHHBIX CHCTEM.
IIK 1.4. | IIpoBOAUTH NPHUEMO-CIATOYHBIE UCTIBITAHUS KOMIBIOTEPHBIX CETEN U CETEBOTO

000pyIOBaHUS PA3IMYHOTO YPOBHS U OLIEHKY Ka4eCTBa CETE€BOH TOMOJIOTUU B PAMKaX CBOEH
OTBETCTBEHHOCTH.




IIK 1.5. | OcymecTBisTh pe3epBHOE KOMUPOBAHUE U BOCCTAHOBJICHUE KOH(PUTYPALIMH CETEBOTO
obopynoBaHus HHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM.

IIK 1.6. | OcyuiecTBIsITh HHBEHTAPU3ALMIO TEXHUYECKHX CPENICTB CETEBON HHPPACTPYKTYPHI,
KOHTPOJIb 000PYOBAHMS [TOCNIE MPOBEAEHHOIO PEMOHTA.

IIK 1.7. | OcyiiecTBIsITh perIaMEeHTHOE OOCTYy KHBaHHUE 1 3aMEHY PACXOAHBIX MATEPHAJIOB
nepuepuiHOro, CETEBOro U CEPBEPHOro 000PYI0BaHUS HHPOKOMMYHHKAIIHOHHBIX CHCTEM.

1.1.3. B pesynbrare ocBoeHus MpodheCCHOHATBHOTO MOAYJISI CTYIEHT AOJIKEH:

Bnanere HaBpIkaMM | - MPOEKTUPOBAHMSI APXUTEKTYPbI JIOKAJIBHON CETH B COOTBETCTBUU C
MOCTAaBIICHHOM 3aJ1a4ei;

- YCTAHOBKH M HACTPOMKHU CETEBBIX IPOTOKOJIOB H CETEBOTr0 00OPYIOBAHMS B
COOTBETCTBUU C KOHKPETHOM 3a1a4eis,

- BBIOOpA TEXHOJIOTUY, HHCTPYMEHTAIBHBIX CPEICTB NPU OpPTaHU3aUU
npoliecca UCCIeNOBaHUs OOBEKTOB CETEBOI MHPPACTPYKTYPHI,

- obecrieueHus1 0€30MacHOr0 XPaHEeHUs U nepeaadu HHQOpMaLuH B
JIOKAJIbHOM CETH;

- ICTIOJIb30BAHMUSI CIIELIUAIBHOTO MMPOTPAMMHOT0 00eCTIeUeHUsT ISt
MOJIEJIMPOBAHUS], TPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

Ymetp - IPOEKTUPOBATH JIOKAJBHYIO CETh, BEIOMPATh CETEBBIE TOMOJIOTHH,
- HCTIOJIb30BAaTh MHOTO(YHKIIMOHAJIbHBIE TPUOOPHI MOHUTOPHHTA,
IIPOrpaMMHO-aINapaTHbIE CPEACTBA TEXHUUECKOIO KOHTPOJIS JIOKAJIbHOHN CETH.

3HaTh - 001K MPUHLIUITBI TOCTPOSHHUSI CeTEH, CETEBBIX TOMOJIOTHI, MHOTOCIONHON
mozenu OSI, TpeboBarmii K KOMIBIOTEPHBIM CETSIM,

- APXUTEKTYPY MPOTOKOJIOB, CTAHAAPTU3ALNH CETEMH, STAlIOB IPOSKTUPOBAHUS
CeTeBOI MHPPACTPYKTYPHL,

- 0a30BbBIE MPOTOKOJIBI M TEXHOJIOTHH JIOKAJIBHBIX CETEH;

- IPUHLIUIIBI TOCTPOEHUsI BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

- CTaHIAPTHI Kabenel, OCHOBHBIC BUIbI KOMMYHHUKALIMOHHBIX YCTPONCTB,
TEPMUHOB, MOHATUH, CTAHAAPTOB U TUIIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBAHHOHN KaOETbHOUN CUCTEMBI.

1.2. Konu4yecTBo 4acoB, 0TBOAHMOE HA 0CBOEHHE NMPO(eCCHOHATIBLHOI0 MOAYJIsI
Becerowacos 615
N3 vux ma oceoenme MJIK. 01.01 1509
Ha ocBocHue MJIK. 01.02 2794
Ha IPaKTUKH, B TOM uncie nmpoussoacteeHHyo [MM1.01.01 729 w mpowmssoacteennyro [11.01.02 — 1084

3K3aMCH IO MOIYITIO — 61




2. Crpykrypa u coaepxkanue npod)eCCHOHAILHOT0 MOYJIsA

3aHATHA BO B3AHMOJCHCTBHH C MPEHOAABATEIICM, YaC Camocrost
TEJIBHAS
Kot CyMMapHbI Obyuenue no MK Tpaxmuru pabora
mpo(heCCHOHATBHBI HammenoBanus pa3neion i 00BeM Tpomssoncteermas | TIpomes
X 00X Hpo(PeCCHOHATLHOTO MOIY I HATPY3KH, JIaGoparopusl | KypcoBs ec
y Bcero XH X pabot VueOuas yTOUHaA
KOMIICTCHIIHH 4ac. npeoycmompeHa
MPAKTUUCCKUX | (MPOCKTO arrecray
N paccpeOomodeHHas
3aHATUH B) U
npaxmuxa)
1 2 3 4 5 6 7 8 9 10

IMNK 1.1-I1K 1.7 MJIK 01.01. KoMmmproTepHsie 6
OK 01-09 cetn 150 a4 o4 )
MK 1.1-I1K 1.7 MJIK 01.02. Opranuzarys, 279 252 101 30 6 21
OK 01-09 MPUHLIMITEL TOCTPOCHHUS U

(YHKLIMOHUPOBAHHUS

KOMIIBIOTEPHBIX CETEH
MK 1.1-1IK 1.7 IIponzBoacTBEHHAS MPAKTHKA 180
OK 01-09 I101.01 72
MK 1.1-I1IK 1.7 IIponzBoacTBEHHAS MPAKTHKA 108
OK 01-09 Im101.02
MK 1.1-I[1IK 1.7 JK3aMEH TI0 MOY IO 6 6
OK 01-09

Bcezo: 615 396 165 30 180 18 21




2.2. TemaTHuecKHii IN1aH U coaep:rkaHHe npodeccuoHanbHoro moay.as (IIM)
«I[IM..01 Hacmpoiika cemegoit Uuhpacmpykmypol»

HaumeHoBaHue pa3gesioB H TeEM
npogecCHOHATILHOTO MOAYJISI
(IIM), MesKANCUUITHHAPHBIX

kypcos (M/IK)

Coaepsranue yue0HOr0 MaTepHaJia,
aabopaTopHbie padoThl H NPAKTHYECKHE 3AHATHSI, CAMOCTONATE/IbHAS YueOHas1 padoTa
00y4JarIuxcs, KypcoBasi padora (poeKT) (eciu npedycmompeHol)

O0béMm B
qacax

1

2

MJIK.01.01. KomnbroTepHbIe ceTH

150

Tema 1.1. BBeaeHnue B cereBble
TEeXHOJIOTHH

Coaepiranue

66

1

Komnerorepaeie cetn

CosmecTHas paboTa, MHTEpPHET M COBPEMEHHBIC CCTEBHIC TCXHOIOTHH — 0ONACTh MPUMEHEHHS U
HaszHaueHue. Bunmel koMmmbloTepHBIX ceTed. ['mobanpHbie W okanbHbie ceTH. OXHOPAHTOBBIC U
KIHCHT-CCPBEPHBIC apXUTCKTYpbl. (OCHOBHBIC KOMIIOHCHTBI CETCH, CETeBas CpPeAa H CETCBBIC
yerpoictea. Texnomornn mnoxkmoueHns K Muatepuer. Konseprentusie cetn. KauectBo u
HaACKHOCTD ceTell. OCHOBHBIC MOHATH ceTeBOH Oe3onmacHocTh. TeHASHIMY pa3BUTHS CETEH.

KoncompHbIll focTym, vaaneHHsH noctyn ¢ momomsio Telnet u SSH, ncnons3osanue mopra AUX.

CeTeBbIe MNPOTOKOJIbI H KOMMYHHUKAIIHU

Koguposanue u mapamertper cooOrueHus. CereBric MPOTOKOJBI. B3anmmMoaeHCTBHE MPOTOKOJIOB.
Ha6op nporoxonos TCP/IP u mponecc oomeHa narnapivu. Oprasruzannu no ctaggaptusauud: [SOC,
IAB, IETF, IEEE, ISO. MuoroyposueBbic moaeau OSI u TCP/IP. Wukancynasiust TaHHBIX.
Iporokonsusie Omoku gauusix (PDU). Hoctym k nokaneabiM pecypcam. CereBas aapecarms. MAC-
u IP- axpeca. loctyn k vaanéuusM pecypeam. Llnro3 mo yMoagaHuro.

Cerepoii focTyn

[Ipotokoner u crangaptel ¢usmueckoro ypoBHA. CrocoOel moakmooucHus K ceTd. CereBrie
unrepdeiicapie mwiatel (NIC). Cpeapl mepemaum AaHHBIX W HUX XaPAKTCPUCTHUKU: MPOITYCKHASL
CIOCOOHOCTD, MPOU3BOAUTEIBHOCTE. Bumbr Meaubix ceteBrix kabencii: UTP, STP, koakcuaabHbIH.
PasHoBHIHOCTH, OCOOCHHOCTH MPOKIAIKH W TeCTHpOoBaHHs KaGened. CTpyKTypa U OCOOCHHOCTH
MPOKJIAJAKH ONTOBOJOKOHHBIX Kabenei. becnpoBoansie cpeacTsa nepeaaydu ganHeix. Crangapt Wi-
Fi IEEE 802.11.

KananeHbIH ypoBEeHB U €ro noaAypoBHU: Y npasneHue noruueckuM kananoM (LLC) u Yopasnenue
JoctynoM K cpeae nepenaun naHabix MAC. CTpykTypa Kaapa KaHAIBHOTO YPOBHS U IPHUHLHUIIBI €T0
tdopmuposanus. CTaHIapThl KaHATBHOTO YPOBHA. DU3HUCCKas H TOTUIECKAs TOTIOIOTHS CETH.
Tomonaorun «TovYKa-TOUKa», «3BE31a», «IONHOCBIA3aHHANLY, «KobleBasy». [lonyaynnekcHas u
noJHO Ay IICKCHAs nepeaaya qanubix. Ocobennoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.

Ceresble Texnouorun Ethernet




CemeiictBo ceteBbix TexnHomoruii Ethemet. Ilpunmum pabGoter Ethemet. BzammoneiictBue Ha
noayposasx LLC u MAC. Ympasnenue goctynoum k cpeae nepegauu qanusix (CSMA). MAC-aapec:
nacHtudukanms Ethernet. Atpubyter kazpa Ethernet. Ilpeacrasnenus MAC-aapecos. Oxno- u
MHOT'02APECHON, IMHUPOKOBEINATENFHOU pacceinok. CkBo3Hoe nmoakmoucHue, MAC- u IP-aapeca.
[IpoTokon paspemenus axpecos (ARP): npuHImme! paboTsl, pone B mpouecce YIAICHHOT0 0OMEHA
nmanaeivy. Tabnuusl ARP Ha ceteBbix yerpoticTsax. OcHOBHBIE HeAocTaTKu npoTokona ARP -
Harpyzaka Ha cpeny nepenaun aHHBIX U OE30MACHOCTb.

OcHoBHas undopmarlus o moprax kommyraropa. Tadmuna MAC-aapecos kommyratopa. OyHKIms
Auto-MDIX. Crocobsr mepeckinku kaapa Ha kommytatopax Cisco. Bydepmzanmus namaru Ha
komMmyTartopax. QPuKcHpoBaHHAasE M MonyldbHas KoHpUrypamuu KoMmMmyTatopoB. CpaBHEHHE
koMmyTauuH ypoHs 2 u yposHs. Texunonorus Cisco Express Forwarding. Bupryansnsiii uarepdetic
kommyTaropa (SVI), Mapumpyrusupyemsrii noprt, EtherChannel yposua 3. Kondurypanms
MapHIPYTH3HPYEMOTO MOPTA.

Cerepoii ypoBeHb

CeTeBoli ypoBeHbp B mpolecce mepetadn AaHHbIX. lIpotokomnsl cereBoro ypoBHs. OCHOBHBIC
xapaktepuctuku IP-nporokona. Ctpykrypa nakeros IPv4 u IPv6. OcoOeHHOCTH U mIpenMyIiecTsa
mporokona Pv6. Mertoxel MapmpyTuzanuy y3moB.  TaOnmupa MapmpyTH3amude  V3aoB U
MapmpyTuzatopa aaa nporokoios IPv4 um IPv6. Vcerpoiicteo mapmpyTtuzaropa — IIporeccop,
MaMAITh, ONEpPALMOHHAsA cucTeMa. [loAKMIoUeHNE K MapIIpyTH3aTopy Yepe3 pPas3iuyHbIC MOPTHI.
HacTtpotika nucxoaHpIX mapamMeTpoB, HHTSPECHCOB, MITI03a 0 YMOTIAHHIO U IPYTHX XapaKTCPUCTHK
MapHIpyTH3aTOPA.

TpancnopTHBIii ypoBeHB

Haznauenne n 3a1a91 TpaHCIOPTHOTO YPOBHS.

Mynprunnexkcupopanue ceancos cBsi3u. Omnmcanve u cpasHenne mnpotokonos TCP u UDP -
HAACKHOCTB M IPOU3BOAUTEIEHOCTD, 001aCTh MPUMEHEHIS. Aapecarus noptos U cermMeHTanus TCP
u UDP. Oomen aanaeivu o TCP. Ipoueccet TCP cepsepa. Ycranosnenne TCP-coeauneHus u ero
3aepuenne. [IpuHnmmer «rpéxcroponnero pykonoxarus» TCP. HaaéxxocTs u ympasieHue
notokoM TCP - [loaTeep:kacHuUE MOTYYCHUS CETMEHTOB, HMOTEPS AaHHBIX M MOBTOPHAS MEpeiada,
yropasicHHe motokoM. OOmeH manHbivu ¢ ucnonb3oBanneM UDP. Ilponeccer n 3ampocst UDP-
cepsepa, UDP-nararpammer, mporiecest UDP-knuenra. [punosxkenust, ncnosayromme UDP u TCP.

IP-aapecauus

Crpykrypa IPv4-aapecos. CeteBas u yanosas uacts [P-anpeca. IlpeoOpazoBanue aapecoB MExK Iy
JBOHYHBIM U ACCATCPHIHBIM TpeacTaBacHueM. Macka nmoacetu IPv4. CereBoii aapec, aapec yama u
HIPOKOBeINaTenbHIN aapec cetu IPv4. Tlpucsoenne y3my cratmaeckoro u suHamuueckoro [Pv4-
aapeca. MuoroaapecHas nepenaqa. [Iyoaudansie u vactasie IPv4-aapeca. IPv4-aapeca
cricumansHOTo HazHaducHUA. [IprcBocHue IP-axpecos.

CosmecTHOE Hcnob30BaHue PoTokonos IPv4 u IPv6: nBoiiHOM cTEK, TYHHEIUPOBAHHE,
mpeobpazosanue. [Ipeacrasnenue IPv6-anpecos. [pasuia coxpainenus 3amnucu IPv6-aapecos.
WMHuauBrayaneHbIH, rpynmnoBol, npon3eosabHbIA THIEL [Pv6-aapecoB. CTPYKTYpHI IOKAIBHOTO U




riaodaneHOro HHAMBHAYANBHEIX [Pv6-aapecos. CraTiueckas 1 AMHAMHYECKAs KOH(UTYpaLN
riodansHOro HHAMBHAYaneHOTO aapeca. [Iponecc EUI-64 u cnyyaiiHo creHepHpOBaHHBIH
nacHTuduKarop uaTepdeiica.

ICMP-cepBucel. Otamuus mns npotokonoB IPv4 u IPv6. CooOmenus ICMPvI6 «Banpoc
MapHIpyTH3ATOPY», «OO0BIBICHHE OT MAPIIPYTH3ATOPAY, «3AIPOC COCEAHETO V3na» U «OObABICHUE
COCEAHETOo V3nay. TEeCTHPOBAHKE CETH C MOMOIIBIO 3X0-3anpocos. Tpaccuposka MaprpyTa. Bpems
MPOXOKACHUS CUrHana B npsimoM u obpatHom HanpasieHusx (RTT). Bpems sxuzuu (TTL) IPv4 u
npeaen nepexoaos [Pvo.

Pa3znenenne IP-cereii Ha moaceTn

Cermenranus [P-cereii. OOMeH qaHHBIMEU MK Y moaceTsMu. | [naHupoBaHue aapecanuy B HOACCTIX.
PacueTtnbie Gopmymnsl A cerMeHTanmu ceTH. PazOueHue Ha MOACETH HA OCHOBE TPEOOBAHUIN Y3II0B
U CETCH, B COOTBETCTBHM ¢ TpeOoBaHMAMH ceted. OmpenencHue Macku moxacetH. PasOueHue Ha
MOJCETH ¢ MUCMOIb30BAHUEM Macku nepemeHHoi amuasl (VLSM). bazosas mozens v HazHAUCHHE
onokos aapecos VLSM. ITnanupoBanue aapecaiuu cetu. OcoOeHHOCTH npoekTupoBanust IPvo-cetu.
Pas6ueHue Ha moaceTH ¢ HCHOIb30BaHUEM HacHTHHKaTopa uaTepdeiica.

10

YpoBeHb npuiI0:KeHUH

VpoBeHb  MPUIOKCHHH, VYPOBCHb MNPCACTABACHHS U CCAHCOBBIM  ypoBeHb. [lpumepsr
pacnpoctpaHeHHbIX npunoxkenuii. [Iporokoasr ypoBHs npuioxenuit. Oxuopanrossie cetu (P2P).
Mogens Tumna «xnueHT-cepaepy». 0630p nmpotokonos HTTP, HTTPS, SMTP, POP u IMAP. Cayx0a
pomennbix uMEéH (DNS). @opmar coolbruenuii u uepapxus DNS. Yrumura «nslookup». Cayxba
DHCP. Ilporoxon nepenaun ¢aiiios (FTP). Ilpotokon oOMeHa OokamMu CEPBEPHBIX COOOIICHHIA
(SMB). Konuemnun «Bceodowemmromnuii Mareprer» BYOD. JlocTaBka JaHHBIX 10 KOHBEPTEHTHBIM
CETSIM.

11

Cozaanue 1 HaCTpoOiiKa He0OIbLINOH KOMNBIOTEPHOI ceTH

[Tnanuposanme u coznanve HeOOIBIIONW KOMITBIOTEPHOH CETH: ONPEACICHHE KIIOUCBEIX (PakTOpPOB,
BBIOOP TOMONOTHH U CETEBBIX YCTPOUCTB, BHIOOP U HACTPONKA MPOTOKOIOB, CUCTCMBI 4 APCCALHH.
Meprl o 06ecneucHHIO GE30MAaCHOCTH CETH. Y I3BUMOCTH U CETCBBIC ataku. PasBeapIBaTebHbIC
araku, Ataku gocryna, OTtka3s B o0cnyskuBanuu (DoS-araku). PesepBHoe konupoBaHue,
OOHOBJICHUE M YCTAaHOBKA HCIPaBIcHUH. MexkceTeBbIC 3KpaHbl. AyTeHTH(UKALNS, AaBTOPU3ALHS U
vuéT. Bkmouenue npotokoma SSH.

@daiinoBele  CHUCTEMBI MapIIPyTH3aTOpPOB W KOMMyTaropos. PesepBHoe KommpoBaHHWE U
BOCCTaHOBJICHHUE C MMOMOLIBIO TEKCTOBHIX (haiinos, npotokona TFTP, USB-nakonurens. BetpoeHHble
cayxObt Mapripytuzauuu. [logmepskka OecmpoBogHBIX TOAKIIOUCHUM. HacTpoiika BCTPOSHHOTO
MapHIpyTH3aTOPA.

B mom uucne npakmuieckux 3auamuii u 1adopamopuvix paoom

28

1

CocrasneHue kapthl ceTd MHTEPHET ¢ MOMOIIBIO YTHIIHT «ping» U «traceroute»

2

Cozaanue mpoctoii cet. HacTpoiika 0CHOBHBIX MapaMeTPOB KOMMYTATOPA.




IIpocmoTp ceteBoro Tpaduka ¢ nomomeko nmporpammsl Wireshark.

MomnTtax kadenbHbIX cpeq TexHonorui Ethemet

CermenTanms IP-ceteit, n3yueHHe KambKyIATOPOB MOACETEH, pacuét nmoacereit [Pv4

6

«OcHoBrl [P — agpecanum. Knaccer ceteil u cTpykTypa aapecos»

7

«IIpoexkTHpoOBaHNE TOKATBHOMN CETH»

Tema 1.2. ITpuHIHNIBI
MAPIIPYTH3ALHUH H KOMMYTALMH

Cooepicanue

78

1

Beeaenne B kKOMMyTHpYEMBIE CETH

O06benunéHHbIC ceTu. Uepapxus B KOMMYTHPYEMOM ceTh. Pob KOMMYTHPYEMBIX CETCH.
Kommytupyemas cpena. Junammaeckoe 3anonsenne tadbauupl MAC-aapecoB koMMyTaTopa.
Mertone! nepechiku Ha kommyTatope. KomvyTarus ¢ npoMexyTounsiM XxpaneHHeM. CKkBO3HAs
KOMMYTaL¥s.

KommyTtanmonnsie jomMeHbl. CHIKCHHE MEPErPY30K CETH.

OcHOBHbIE KOHIENIHH H HACTPOHKA KOMMYTALHH

OcHOBHBIC KOHIICIITUH U HACTPOHKA KomMyTaru. [ lepBoHauanbHas HACTPOWKA KOMMYTaTOpa U
BOCCTaHOBJICHHUE MOCTe cucTeMHOro ¢60s1. Hactpotika noctyna s 6a30Boro ynpasicHHS
kommyTtaropom ¢ IPv4. Jlymnekcuas ¢Bs3p. HacTpoiika moptoB koMMyTaropa Ha Gu3HuecKoM
yposre. dyHkumsa aBromMaTuucckoro onpeaencHus tana kadens (Auto-MDIX). I[Tposepka HacTpoek
nopta kommyTtatopa. [louck u yecrpanenne npobneM Ha VPOBHE AOCTYIA K CETH.

BbezonacHocTs koMMmyTaTopa. 3anuimnéHusii yaanéuusii qoctyi. Hacrpoiika SSH.
Pacmpocrpanénnsie yrpossl Oe3onacHocTy: nepenonueHue tadauipt MAC-agpecos, DHCP-
cny(uHr, HCnoab3oBanHue ya3suMoctel mpotokona CDP, Araku Telnet u ap. Ayaur u
MPAKTHICCKUE PCKOMEHIALMHA N0 00eCIeueHUIO Ge3omacHocTr cetd. be3onacHocTs mopTa
kommyTaropa. Orcnexusanue DHCP coobmenuii. @yukius GezonacHocTr mopra. Buasr 3amuTet
MAC-aapecos. Pexxumbl pearrpoBanus Ha HapyiueHue 6e3onacHocTtH. [IpoBepka u HacTpolika
noptos. [Ipotokona ceresoro Bpemenu (NTP).

Bupryanbhbie nokansHbie cetn (VLAN)

Buptyanpssie mokaneubie cetd (VLAN) — kmaccudukaiiis 1 OCHOBHBIC XaPaKTCPUCTHKU. | paHKH
BUpTYaIbHBIX ceTeil. KorTpons mmpokoeemarenbHeIX 1oMeHOB B ceTsaX VLAN. Teruposanue
kaapos Ethernet ams uaentudukamun cetu VLAN. Cetu native VLAN u terupoBanue craniaprta
802.1Q. Teruposanue rogocosoii VLAN. Peanuszaruu BupTyanpHOU J0kanbHOM cet. HazHaueHue
noptos cetsiM VLAN. Hactpoiika tpankosbix kaHanos. [IpoTokon auHAMUYECKOro co3aanus
tpankosoro kaHaia (DTP). [louck u ycrpaHeHHE HEMONAAOK B BUPTYAIbHBIX TOKATBHBIX CETIX U
TpaHkOBHIX KaHanax. [Ipobnemsl ¢ [P-aapecanueii cetn VLAN. HecoBnanenus pexxumMoB
TpaHkoBol ces3u. [Ipoektuposanue u odecnieuenne 6ezonacHoctn VLAN: hopping, cnygunr
KOMMYTAaTopa, ataka ¢ 1eoiHeM TeruposanueM, Cerb PVLAN nepumeTpa. [paktuaeckue
PEKOMEHIALUU TI0 NPOSKTHPOBAHUIO BUPTYAIBHON TOKAJIBHOM CETH.
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KoHueniust Mappyrusanuu

Hacrpoiika mapmpytuzaropa. MexaHU3MBI IEPCCHUTKH TTAKECTOB. [0 AKITFOUCHIE M HACTPOUKA
ycTpoiicTB. CBETOMMOAHBIC HHAUKATOPHI HA MAPIIPYTH3ATOPE. AKTHBALMS U HACTpOTiKa IP-
agpecaruu. [IpoBepka CBA3ZHOCTH CETCH ¢ MpsaMbiM nogkaoucHueM. [IpoBepka HACTPOCK
unTepdeiica. @unpTparws BEIXOAHBIX JaHHBIX KoMaH[ «showy». KoMMyTalms nakeToB MEx Iy
ceTsimMu. DYHKIMS KOMMYTAIUK Mapinpytuzaropa. Mapmpyrusanus naketos. OnpeacacHue myTu.
[pouecc npuHATHS PEIICHUS O NEPECHLIKE MaKeTOB. Bpidop onrumansroro myTa. [IpoTokossr RIP,
OSPF, EIGRP. Pacnipe nenienue Harpysku. AnMuHuctpupoBanue paccrosaue (AD) u HaaeKHOCT
MapipyTa. AHAJIU3 TaOIUIl MAPIIPYTH3ALMN — UCTOYHHK JAHHBIX, MPUHIMITEL POPMUPOBAHKC

BO3MOXKHOCTU HACTPOUKH. 3amHcH TaOIUIBI MAPIIPYTH3ALUH IS CETCH € IPSIMBIM MOIKITIOUCHUCM.

3amanue craTudeckux MapipyTos. [IpoTokossl auHaMuUdIecKoO MapiupyTuzanuu cerei [Pv4 u
IPv6.

Mapwpyruzauusa mexay VLAN

[MTpunmumner padoter MapupyTazanmy Mexay VLAN. Hactpoiika mapmpytuzaunu sHa 6a3e
MapLIPYTH3ATOPOB C HECKONIBKUMH (PU3HYECKUMU HHTEPdEHCAMU, ¢ HCTIONb30BAHHEM
KkOH}pHUrypanuu router-on-a-stick, uepe3 MHOroypoBHEBbIH koMMyTaTop. [IpodraemMer
mMapmpytuzaruu Mexkay VLAN. IIposepka koHpHrypanuyn KOMMYyTaTopa H HACTPOEK
mapupytuzaropa. Hemonagku B padore unrepdeiica. Ommodku B IP-agpecax u Mackax moaceTH.
Hactpotika u paborta kommyTanuu Ha 3-M yposHe. Maprupytuzanus mexay VLAN uepes
BUPTYaTIbHBIC HHTCPQEHCH KOMMYTATOPa, MapIIpyTH3UPYeMbIe opThl. Hemonaaku B HacTpokax
KOMMyTaTopa 3-To VpOBHSI.

CraTtnyeckass MapLIpyTH3aLHs

IIpenmynecTsa 1 3a1a491 CTATUHIECKOH MapIIPyTH3auny. THITBI CTATHHUECKHX MAPIIPYTOB:
CTaHAAPTHBIH, [0 YMOIYAHUIO, CYMMAapHBIH, TutaBaromuii. HacTpoiika cTaTHiaeckux MapIipyToB
IPv4 u IPv6. Komanga «ip route». Mapmpyt cneayromero nepexoaa. Hampsamyro moakmouEHHbIH
cratrmacckuid MapmpyT. [loMHOCTRIO 3amaHHbI cTarrmaeckui MapmpyT. HacTpoiika cTaruacckoro
MapmpyTa o ymomdannio. Kiaccosas aapecannsa. Kinaccossie macku noacern. beckmaccosas
mexaomennas mapmpytuzaips CIDR. O6beaunenne mapuipyros. Oprasuszans CynepceTei.
Hcnonb3oBanue macok nogcetu dhukcuposantou amuabl (FLSM). Macka noaceT nepeMeHHOM
mmanbl (VLSM). Hactpoiika cyMMapHBIX | IUIABAROIIHAX CTATHYCCKUX MappyToB, Pacuér
cymmapHoro MapumpyTa. O6bseaunenue ceteBbix aapecos [IPv4 u IPv6. [louck u yerpanenue
HETIOJIaA0K B HACTPOMKAX CTATHIECKOrO MapHIpyTa U MapmpyTa Mo YMOTIAHHIO.

JIuHAMHYeCKAs] MAPILUPYTH3 AU

TTpoTOKONBI AMHAMHUCCKON MaPIIPy TH3AITHH — HA3HAUCHYC, TIPHHITATIB PAOOTH ¥ HCTOPHS
passutusa. CpaBHCHHC TUHAMAYCCKON U CTATHUYCCKON MapinpyTusanuu. [IpuHmms paboTen
MMPOTOKOJIOB MAPIIPYTH3AINH; ITyCK MOC/C BKItoucHus nutanus, Ceresoe oOHapyxenue, OOMeH
JaHHBIMH MapmpyTuzamu, OdecnieucHrie cxoaumoctr. Kmaccupukarus mpoTokoaos
mapmpyruzanud. [Ipotokosst IGP u EGP. ucranimonno-sexkropusie mpotokosisl RIP, IGRP.
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[IpoTtokomer MmapmpyTuzaumu no cocrosauto kanana OSPF u IS-IS. Knaccosrie u 6ecknaccosbie
MPOTOKOIIB MAPIIPYTH3ALWH. XaPaAKTCPUCTUKH H METPHKH MPOTOKOIIOB.
JuHamudeckas JUCTAaHIHOHHO-BEKTOPHAS MapipyTu3anns. JucTaHIIMOHHO-BEKTOPHBIH aarOpPUTM.
MexaHu3Mbl OTIIPABKH U HONTYYCHHS JAHHBIX MAPIIPYTH3ALNHN, PAcUETa ONTHMABHBIX MyTCH U
J00aBJICHHS MAPIIPYTOB B TAOIHLY MApIIPYTH3ALNH, OOHAPYKEHHS U pearupoBaHus Ha
n3MeHeHus B Tonoaorun. Hactpoiika nporoxona RIP: xmrouenne RIPv2, otkmoueHme
aBTOMATHYECCKOTO O0OBCINHCHUS, HACTPOUKA MACCHUBHBIX HHTEP(EHCOB, Mepeaaya MappyTa o
ymomraanuio mo cetu. Hactpoiika nportokona RIPng. [ponecc MapmpyTH3ANMN TIO COCTOSTHHIIO
kanana. Hello mporoko. naket cocrostaus kanana (LSP). JlaBuHHAs pacchlIKa MaKETOB COCTOSHUS
kaHana. JIapuHHas paccrlIKa MAKEeTOB COCTOAHMA kaHana. Co3aaHue JepeBa KpaTdyalux myTen
SPF. lo6asnenne mapupyros OSPF B TaGmuny mapmpytuzanuu. HenoctaTtku npoTokoios
MapLIPYTH3ALMHI 10 COCTOSHHIO KaHana. Ta0nuna MapmpyTu3anun. 3anucu ¢ MPIMBIM
MOKITIOYCHUEM U yAAIEHHOM cetr. lnHamuuecku nomyuyaembie Mapupytet [Pv4/6. ITpouecc
MOWCKA MapIIpyTa.

OSPF ans ogHoii o6actu

Cewmeiicteo nporokonos OSPF. Xapakrepuctuku, npuHipne! padoTel # koMnoHeHTs OSPF.
Ocobennoctu OSPF niis oxHOM 1 Heckonpkux obaacteil. Maructpanpras obmacts. MHKancysmms
coobenuit OSPF. Tunst naketos OSPF: maker npusercreust (hello), maker onucanus Gaser
mauabix (DBD), maker 3ampoca cocrositus kaHana (LSR), makeT 0OHOBICHMS COCTOSIHUSL KAHAIA
(LSU). maker moarsep:xacHus cocrosiaust kanana (LSAck). OGHOBICHHUS COCTOSHUS KaHAA.
Pa6oune cocrosums OSPF. Brigenennsiit (DR) u pesepBHBI BeiACIcHHEIN MapupyTr3atop (BDR).
Cunxponmzarms 6a3 nanusix OSPF. Hactpotika OSPFv2 nias oot o6nactu. Pexum
KOH}pHUrypanuu nacHTUGHUKATOPE MapipyTu3aropa. Ucnons3oBanue unrepdeiica loopback.
Bxrouenue OSPF na untepdeticax. [Hlabaonnas macka. Komanna «networky». Hacrpotika
naccuBHbIX uHTEpdeticoB. Popmyna pacuéra metpuru croumoctu OSPF. Hactpoiika sHaucHuit
MpONyCKHOHU criocobHocTH nHTepdeiica. [Iposepka coceTHUX YCTPOWCTB, HACTPOCK MPOTOKONA,
JaHHBIX npouecca U apyrux xapakrepuctuk OSPF. Cpasuenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomomorust cetu OSPFv3. Hactpotika naenrudukaropa mapipyruzaropa OSPFv3.
Bxirouenue OSPFv3 na untepdeiicax.

Cnucku xonTpoas gocryna (ACL)

Crcku kouTpos aoctyna (ACL). Ipuanun padoter ACLcermrckos. Tunst ACL-ciinckos Cisco pis
IPv4. IlpucsauBanue HoMepos u UMEH ACL-crimckam. Pacuér mabnonsoi macku B ACL-cruckax.
Pexomennamun mo cozpanuio u pazmewmenno ACL-ciivckos. Pa3verneHue cTaHIapTHEIX U
pacmupenasix ACL-ciimckos. Hactpoiika crangaptHoro ACL-cmiucka. IlpumMeHeHne ctaHaapTHBIX
ACL-criuckos Ha unrepdeiicax. Komvenrapuu k ACL-crinckam. [Iposepka u peaakTupoBaHue
crangaptaeix HyMepoBaHHbIX ACLcmnckos. ACL-ctaructrka. 3amuTa nopros VIY ¢ HOMOIIBIO
crangaptaoro ACL-crucka IPv4. Ctpykrypa u Hactpotika pacmupeHHbix ACL-cnimckos mist [Pv4.
Ounstpauns Tpaduka ¢ ucnonap3oaHueM pacnpeHHbIX A CL-civckoB.
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[Mowuck n ycrpanenue Henonanok ACL-crimckos. Pacnpoctpanénnsie omudOkn ACL-ciickos.
Cpasuenne ACL-cnuckos mst IPv4 u IPv6. Hactpoiika u nposepka ACL-cimckos pist [IPv6.

10

HpoTtoxon DHCP

ITporoxon DHCP. DHCPv4: 6a3oBas onepaius, hopMaT COOOIICHHME, COOOIICHHST OOHAPYKCHUS U
npeanoxenus. Hactpoiika, mposepka u perpancasuns npoctoro DHCPv4-cepeepa. Hactpotika
mapmpyruzaropa B kauectee DHCPv4-kmuenra. Hactpoiika mapiupyrusaropa kiacca SOHO.
[Touck u ycrpanenue Henonaaok B padbore Mapipytuzaropa DHCPv4. Ipotokon DHCPv6.
ABToMaTHYeCcKas HacTpolka aapeca 6e3 orcnexkusanus coctosuus (SLAAC). [punupm padoTtsr
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6¢3 otcaeskuanus coctosiaust. [Iporieccer DHCPv6. Hacrpoiika
mMapupytuzaropa B kauectBe DHCPv6-cepsepa 1 DHCPv6-kmuenTa. [louck u yerpanenue
HenonaJok B padore DHCPv6.

11

IIpeoGpaszoBanue ceteBbix aapecos IPv4

IpeobpazoBanue ceterrix aapecos [Pv4. KonuenryanbHoe npeobpa3oBaHue CETEBBIX aIpPeCcOB
(NAT). Tepmunonorus u npunipnel padotel NAT. [Ipoctpanctso yactHex [Pv4-anpecos.
CraTuueckoe u JUHAMHUYCCKOS TipeodpasoBanue ceTeBbix aapecos (NAT). Ipeobpasosanue
aapecos moptoB (PAT). Cpasuenrie NAT u PAT. Ipeumyinectsa u Hegocrarku NAT. Ananusz
cratuueckoro npeodpazosanust NAT. [punimn padorst aunamudeckoro NAT Hacrpoiika u
mposepka NAT, PAT. Ilepeaapecarus nopros. Hacrpoiika NAT u nporokona IPv6.

ITouck u ycrpanenue Henonaaok B padbore NAT.

B mom uucie npakmuieckux 3ausmuii u 1a00pamopHvix paoom
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8

bazoBas HacTpoOliKa KOMMYTaTOPA,;

9

IIpaktrueckas 6€300acHOCTb ceTel

10

Wsyuenne mapmpyruzarm [P

11

Cetesbie yruutel OC Windows»

12

Wayuenue nporokonos Beiciinx ypoaeH Moaenan OS]

13

Pabota B cetn ¢ ncnone3oBanneM Bu3yanbHbeIX cpeacts OC u KOMaHIHOH CTPOKH

14

Hacrpoiika crarndaeckoi MapIIpy TH3AIMH:

15

Junaammdeckas HacTpolika Mapmpytu3anuu Ha ocHoe npoTokonos RIP, EIGRP, OSPF u
BGP

ENENE NN ENE S

16

HacTtpoiika 6a30BBIX MapaMeTPOB MapIIPyTH3ATOPA ¢ IOMOIIBIO0 HHTEP(Eica KOMaHTHOH CTPOKH
(CLI) cuctemnr Cisco 10S .

=

DK3aMEH

MJIK.01.02. Opranu3anusi, IPHHLMIBI OCTPOEHHs H (PYHKIHOHHP OBAHHSI KOMIBITEPHBIX ceTei

279

Tema 2.1. MapmpyTusanust u
KOMMYTALHsL.
Macmraduposanue cereii

Cooepicanue

116

1

Beenenne B macimraéupoBanue cereii
Peanuzarus npoexra cetu. [IpoekT uepapxuucckoii cetu. Pacimmpenue cetu. Beibop ceTeBpix
verporicts. KommyTtanmonHoe obopyaosanue. Mapmpyruzatopsl. Y mpaBisioie yeTpoHcTBa.

19

HN36n1Tounocts LAN

19
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[ownstus mpotokona spanning-tree. [IpegHasnauenue mporokona spanning-tree. [puHunn paGoTsr
STP. Tuns! nporoxonos STP. Hactpoiika nporokona STP. Hactpotika PVST+. Hactpoiika Rapid
PVST+. Ilpo6aemer Hactpoiiku STP.

ArperupoBaHue KaHAJIOB

OcHOBHBIC TOHATHS arperUPOBAHIs KaHANOB. ArperupoBanue kaHaios. [IpuHiun padoTer
EtherChannel. Hactpoiika arperuposanus kananos. Hacrpoiika EtherChannel. [Iposepka, movick u
ycTpaneHue Henoaaok B padore EtherChannel

19

BecpoBogHbIe TIOKANBLHBIE CETH

Konuenuuu 6ecnipoBoanoii cBsi3u. Beeacuue B OecnpoBoguyro ¢Bsi3b. Kommonentsr ceteit WLAN.,
Tomomoruu cereit WLAN 802.11. INpunimmne paboTs! 6ecipoBoaHOH TokabHOM ceTH. CTpyKTypa
kagpa 802.11. dyakuponnposanue OECIPOBOAHON CBA3U. Y PaBICHUE KaHANamMu. bezonacHOCTh

OeCIPOBOIHBIX JOKATBHBIX ceTel. Yrpossr Ais ceteit WLAN. Obecneuctue 6ezonmacaoct WLAN.,

Hacrpotika GecrpoBoAHBIX TOKATPHBIX ceTeH. HacTpotika OECHpoBOIHOTO MaPIIPy TH3ATOPA.
Hacrpotika 6ecripoBoanbix kiaueHToB. [louck u ycrpaneHne Henoaaaok B padore cereii WLAN.

20

Hacrpoiika u ycrpanenue HenoJiaaok B padore OSPF ajis oaHoii o6nactu

Pacmupennsie napametpsl npotokona OSPF nis oanoit o6nacti. MapiupyTH3anus Ha YPOBHIX
pacnpenencuus u siapa. OSPF B ceTsix ¢ MHOKECTBCHHBIM JOCTYIIOM. PacnpocTpaneHue Mapmpyra
o ymouanuto. Tounas Hactpoiika uatepdeiicoB OSPF. 3amura OSPF. Y crpaneHue Hemomaaok
peanuzarmu npotokona OSPF nisa ognolt odnactu. CocTaBisonye Npoueayphl MOUCKa U
ycTpaHeHust Henoaaok B padore OSPF ams oxHoit obnactu. [louck u ycTpaHeHHE HEMOIAIOK B
mapupytuzanuu OSPFv2 ang oxnoit obnactu. [ouck n yerpanenne vermonanox 8 OSPFv3 ms
oxHOU obrmactu

20

OSPF ans HeckonbKHX o0acTei

[Mpunmun padoter OSPF qis Heckonbkux obnactedt. Haznauenne OSPF s Heckonpkux obmactei.
IMpunimn padotsr maketoB LSA B OSPF gt Heckonmpkux obnacreii. Tabmuia MapipyTH3ALNH 1
tunsl MappyToB OSPF. Hactpoiika OSPF nia veckonpkux obnacteii. Hacrpoiika OSPF ana
Heckonbkux obnacteii. O0beauneHue mapiipyroB OSPF. [Iposepka OSPF qnist Heckompkux
o0nacTei.

19

B mom uucie npakmuieckux 3ausmuii u 1ad0pamopHvix paoom

56

17

PasBepTriBaHIE KOMMYTHPYEMOH CETH C PE3CPBHBIMH KaHAIAMH

18

HacTtpotika Rapid PVST+, PortFast u BPDU Guard

19

Hacrpotika npotokosia GLBP

20

Omnpenenenue THIOBHIX omuOoK koHpuryparmu STP

21

Hacrpotika EtherChannel

14



22 | Iouck u yctpanenne Henonanok B padote EtherChannel 6

23 | ArperupoBaHi¢c KaHAIOB 6

24 | Hactpoiika OeCrpoBOIHOTO0 MapIIPyTH3ATOPA U KJIHCHTA 6

25 | Hactpoiika 6azoBoro nmporokoga OSPFv2 mist oanol obmactu 4

26 | Hactpotika OSPFv2 B ceTr MHOKECTBEHHOTO TOCTYTIA 4

Tema 2.2. CoeanneHnue cereii. Cooepacanue 106

1 | IlogkaroueHue K ria00aabHO ceTH 17
00630p TexHONOrMH rnodaneHol cetu. Llens coznanms raobanpubix cereil. [puHimmn paboTsr
riaodaneHOU cetd. BeiOop TexHonoruu riaobansHoi cetn. CepBUCH TTI00aTbHOM CETH.

Hudpactpykrypsl yacTHBIX ria06anpHeIX ceteil. UHdpacTpykTypa 00me 0Ty mHOH rnodanbHOU
cetu. Boibop cepBuCOB riiobanbHOM ceTu.

2 | CoenHHEeHHE «TOUKA-TOUKA» 18
00630p NMOCIEAOBATETIBHOTO COCIUHEHHUS «TOUKA-TOUKa». CBA3b MO MOCICA0BATCIEHOMY KaHATY.
Nukancymsammsa HDLC. Ipuanun padots! npotokona PPP. [penvmymectsa npotokona PPP. LCP u
NCP. Ceancut PPP. Hactpoiika npotokxona PPP. Hactpoiika nporokona PPP. Ayrentuduxanms
PPP. Ornagxa cocmunennii WAN. Ortnagka PPP.

3 | PemueHusi LIHPOKOMOJIOCHOTO JOCTYA 18
VY aanéunas padorta. [peumyinectsa yaanéuno padote. busHec-TpeGoBanus /s yIATEHHBIX
pabotHukoB. CpaBHCHHE PELICHUH MHPOKOTONOCHOro noctyna. Kadenr. DSL. Becnposoambie
IIHPOKOMONIOCHBIC ceTh. BBIGOp perneHwuii ummpokonoaocHoro xocryna. Hacrpoiika noakmroucHmit
xDSL. O630p PPPoE. Hactpoiika PPPoE.

4 | 3auura mexduanaabHo CBA3H 18
Cetu VPN. Ocuosrl cerei VPN. Tunst ceteit VPN. Tyanenu GRE mexay oobpexramu. OcHOBBI
GRE. Hactpoiika tyaneneit GRE. O6mue ceeaenuns 06 IPsec. 3amura npotokona IP. Ctpykrypa
nporokona IPsec. YV nanéunsiii nocryn. Pemenus VPN mng yoanéunoro pocryma. Cetu VPN
VAAUTIEHHOTO JOCTVHA ¢ uenonb3oBanueM IPsec.

5 | Mouutopusr Cetn 17
Syslog. [punun padotsr Syslog. Hactpotika Syslog. SNMP. Ipusniun padorst SNMP. Hacrpotika
SNMP. NetFlow. ITpunanun padoter NetFlow. Hactpotika NetFlow. Ilposepka moaeneii tpaduka.

6 | Oraagka cetn 18
[Nouck 1 ycTpaHCHHUE HETOIAI0K C UCIIOIB30BAHHEM CHCTEMHOTO Moaxoaa. JIOKYMEHTALUS IO CETH.
IMpoueaypa moncka u ycrpaHeHust Hernoaagok. M3osmsimms mpoOaeMbl ¢ HOMOIIBIO MHOTOYPOBHEBBIX
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html%236.3.2
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mozaeneii. Otmaaka cetu. CpencTsa MOKUCKA H yCTpaHCHHS HenonaaoK. CHMIITOMBI U MPUYHHEL

ornaaku cetu. [ToHCK U yCTpaHSHHE HEMOIa 0K CBsi3u B ceTsix IP.
B mom uucie npakmuieckux 3ausmuii u 1adopamopHvix paoom 45
27 | Hactpoiika 6azoBoro PPP ¢ ayrentndukanueit 6
28 | Otnanka 6azosoro PPP ¢ ayrenTudukanmeit 6
29 | Ilposepka PPP 6
30 | Hactpoiika mapmpyTtu3zaropa B kadectse kiueHra PPPoE ns noakmouenus DSL 6
31 | Hacrpoiika tyasenass VPN GRE mo cxeme «rouka-Toukay 6
32 | Pa3paboTka TEXHHUECKOTO OOCTYKHBAHUS CCTH 4
33 | Hacrpoiika Syslog u NTP 4
34 | M3yueHue nporpaMMHOro 00CCIeUCHUS 111 MOHUTOPUHTA CCTH 4

IIpumepHasi TeMaTHKA CAMOCTOSITeILHOI y4eOHOi paGoThI:

N =

Cucremaruueckast mpopaboTka KOHCIIEKTOB 3aHATHUH, y4eOHOH U CrielMaibHON TEXHUYECKOW JINTePaTypPhl.
. Koncnexkruposanue Texcra, padoTta co CIOBapsIMH U CIIPABOYHUKAMH, O3HAKOMIICHHE C HOPMAaTHBHBIMU JOKYMEHTaMH, yu4eOHO-

uccienoBaresbekas padboTa Ipu caMoM LIMPOKOM HCTonb3oBaHul MHTepHeTa u npyrux IT-TexHomoruii.
3. IIpoextHble (OpMBI pabOTHI, TOATOTOBKA COOOIIEHNH K BBICTYIIJICHHIO HA CEMUHAapax M KOH(PEPEeHLUsIX; MOArOTOBKA

pedepaToB, TOKIAIOB.

4. TToaroToBka K Ja0OPaTOPHBIM U MPAKTUUECKUM paboTaM ¢ HUCMOIb30BAHUEM METOAMUYECKUX PEKOMEHIALNI MperoiaBaTes,
oopmierne 1abopaTOPHO-NPAKTUIECKUX pabOT, OTYETOB M MOATOTOBKA K UX 3aIUTE.

21

IK3ameH

Temaruka KypcoBbIX padoT

1 AHanu3 METOJOB U CPENCTB YIAIEHHOIO JOCTYIA B KOMIIBIOTEPHBIX CETAX

2 H3yyenue ceTeBbIX MPOTOKOJIOB U CTAHAAPTOB, NPUMEHSOIUXCS TPU co3aannu VPN

3 CpaBHEeHHE METONIOB YAAIEHHOTO ocTyma ¢ ucnonapzoBaaneM VNC mmu Team Viewer

4 CpaBHeHne OECIPOBOJHBIX CETEH OTKPBITOrO JOCTYyTA U ceTeit hotspot

5 ITocTpoeHue BbIMUCIUTENbHON ceTu Ha ocHoBe VLAN

6 IIpoexTrpoBaHUE W1-F1 CETH U3 IBYX U OOJiee pOyTEPOB

7 OddextuBHOCTh PyHKIHOHUpPOBaHUS KOMIbIOTEpHBIX ceTeil (KC) 1 myTH ee MOBBIIeHHS] B KOMITAHUN
8 Opraamzauus 1 QyHKIIHOHUPOBAHNE BUPTYAIbHBIX KOMITBIOTEPHBIX CETEH

9 Uzyuenue texHosnoruu MPLS

30
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10 3amura kommneroTepos JIBC mpu momornu Firewall

11 TexHU4YeCKHE BO3MOKHOCTH KOMMYTATOPOB (hupmbl C1sco

12 Pa3paboTka mpoeKkTa KOMIBIOTEPHOH ceTH Ha 0aze OeCrpOBOIHBIX TEXHOIOTHIA
13 Hactpoiika TOHKOTO KJIMEHTA ISl OpraHU3aluy padodero Mecra

14 Opranunzanus 1 (yHKIIMOHIPOBAHNE CPEICTB Tepenadyr JaHHBIX B KOMITBIOTEPHBIX CETSIX
15 Onucanue MeTOIOB U CPEACTB 3aILUThI JAHHBIX B KOMIIBIOTEPHBIX CETSIX

16 IlocTpoeHue koprnopatuBHON ceTu Ha ocHOBE Frame Relay

17 Moaemsl, UX IPUMEHEHUE B KOMITBIOTEPHBIX CETSIX

18 IIpoekT mpoKaaKu JIOKAJIbHON CETU B JKUJIOM 3JaHUU

19 OTka3oycToiYMBOE COeUHEHNE HHTEPHET I KOMITBIOTEPHOTO Kiiy0a

20 Ananus npuknaassix cepsucos INTERNET

21 IIpoeKT JOKaJIbHOH BBIMUCIUTENBHOMN CeTH yueOHOTO 3aBeNeHUS

22 OpraHusanus OecrpOBOHOM CeTH B OpraHU3aIHH

23 Nzyuenue apxuTekTypbl KOMMyTaTopoB Cisco

24 Bopwba ¢ 00T ceTsiMM METOIOM MepexBaTa yrpasjieHus cpeactsamu Linux

25 JInarHOCTHKA JIOKAJbHBIX BBIYUCIUTEIbHBIX CeTel cpeacTBaMu Linux

26 OpraHuzauus yIaJeHHOro JOCTYyMa K KOMITBIOTEPY U CEpPBEPY

IIpousBoacTBEHHASI MPAKTHKA pa3aena

Ilepeuens pabor:

y4acTHe B IPOEKTUPOBAHUU CETEBOM HHPPACTPYKTYPHI,
y4acTHe B OpraHu3alii CETeBOr0 aAMUHUCTPUPOBAHUS,
SKCIUTyaTalusi OOBbEKTOB CETeBON HHPPACTPYKTYPHI,
y4acTHE B YIPABJIEHUU CETEBbIMU CEPBUCAMU,

y4acTHe B MOAEPHU3AINH CeTEBON HHPPACTPYKTYPHL.

e A e

U3 peMOHTa O0OPYIOBAHUS.

yudacTue B pa3paboTKe METOJOB, CPEACTB U TEXHOJIOI M MPUMEHEHUsI OObEKTOB PO(PECCHOHANTBHON AESITETbHOCTH,
npoBeneHne MpopuIakTHIeCKux paboT Ha 00BEKTaX ceTeBOH HHPPACTPYKTYPhI U pPaOOUNX CTAHLIUAX;
y4acTHe B MHBEHTAPU3aLNN TEXHIUECKUX CPEICTB CETEBON MH(PPACTPYKTYPHI, OCYLIECTBICHHE KOHTPOJISI TOCTYITHBLIETO

180

IK3aMeH M0 MO0

Bcero

615
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3. YCJOBUS PEAJIM3ALIUU ITPOI'PAMMBI TIPO®ECCHUOHAJIBHOT'O MOAYJIA

«I[IM.01 Hacmpoiika cemeeoii undpacmpykmypoi»

3.1. [ns peanuszauud mnporpaMmbl Npo(ecCHOHAIBHOrO MOAYJSI NPEAYCMOTPEHBI

CJIeAYIOLIHE CIIeHAbHbIE TIOMEIIeHHSI:

Jlaboparopust OCHOB TeJIEKOMMYHUKAITHIT
Jlaboparopust JKCITyaTauy CeTeBON HHPPACTPYKTYPbI
Macrepckasi MOHTa)ka 1 HAaCTPOHKH OOBEKTOB CETEBON MHPPACTPYKTYPHI

Kaouners:

Oo0opynoBanne

Jladoparopun

OcHoB
TEICKOMMYHUKALIUH

Pabouee mMecTo mpenoaaBaTesst: KOMIUIEKT MEOCSTH 1 IEPCOHATIbHBIH KOMITBIOTED C
JTHIEH3HOHHBIM IPOTPAMMHBIM 00eCIICUCHHEM, 000PYI0BAHKE IS TIOAKIIFOUCHIS K
cetn «HTEpHETY.

Jocka mapkepras. [Tpoextop. DxpaH a1 ACMOHCTPALHH BHICOMATCPHAIIOB,
KommyTarop. [Ipunrep. Komonku. TumoBoit coCcTas A1 MOHTAXKA U HATAAKH
KOMITBFOTEPHOH CETH: KAOCIM PA3IMYHOTO THUIA, O0)KHMHOM HHCTPYMEHT, KOHHEKTOPBI,
TecTep AN Kabels, yHUBEPCAIbHBIA KPOCC-HOK, KPOCC-TIAHEIb.

MoayabHas CTOMKA, BCTPOSHHAS B METAJIMUECKUNA aHTHBAHAATbHBIM HECTOPACMBIN
mKa(; maTI-MaHeTH.

Kommnexr Mebemu a7t opraHu3aniy pabounx MECT 00y HArOIIMXCS H IEPCOHATIBHBIC
KOMIIBIOTEPHI -14 mT.:

[IIxader A1t XpaHEHUST HHCTPYMEHTOB, TIOCOOHI.

DIEKTPOHHBIA KOMILICKT YYCOHO-METOTHICCKON TOKY MEHTALIH.

Harmimasie mocoows.

Bemanka. Kop3uHa 1719 Mycopa. AniTeyka nepBoif MCIHIIMHCKON TIOMOTITH.
OreeTymmrens.

OKCITyaTanuu
00BEKTOB CCTCBOM

HHPPACTPYKTYPHI

Pabouee mecTo mpenoaaBaTessl: KOMIUIEKT MEOCIH M IEPCOHATbHbBIH KOMITBIOTED C
JTHIEH3HOHHBIM IMPOTPAMMHBIM O0OeCIIeUeHHEM, 000PYI0BAHHE TSI MOAKIIFOUCHHS K
cetn «HTEpHETY.

Jocka mapkepras. [Tpoextop. DxpaH a1 ACMOHCTPALHH BHICOMATCPHAIIOB,
KommyTarop. [Ipunrep. Komonku. TumoBoit coCcTas A1 MOHTAXKA U HATAAKH
KOMITBFOTEPHOH CETH: KAOCIM PA3IMYHOTO THUIA, O0)KHMHOM HHCTPYMEHT, KOHHEKTOPBI,
TecTep AN Kabels, yHUBEPCATIbHBIN KPOCC-HOK, KPOCC-TIAHEIb.

MoayabHas CTOMKA, BCTPOSHHAS B METAJIMUECKUNA aHTHBAHAATbHBIM HECTOPACMBIN
mKa(; maTI-MaHeTH.

Kommnekr Mebenu 71t OpraHu3anuy padounx MECT 00YUAFOIUXCS M MIEPCOHAIbHbIC
KOMIIBIOTEPHI -14 mT.:

IIIxadsr A1t XpaHEHUS HHCTPYMEHTOB, TIOCOOHIA.

DIEKTPOHHBIA KOMILICKT YYCOHO-METOTHICCKON TOKY MEHTALIH.

Harmimasie mocoows.

Bemanka. Kop3uHa 1719 Mycopa. AniTeyka nepBoif MCIHIIMHCKON TIOMOTITH.
OreeTymmrens.

Macrepckue

Macrepckas
MOHTQKA U
HACTPOUKH OOBCKTOB
CETEBOI

HHPPACTPYKTYPHI

Pabouee mMecTo mpenoaaBaTesst: KOMIUIEKT MEOCSTH 1 IEPCOHATIbHBIH KOMITBIOTED C
JTHIEH3HOHHBIM IMPOTPAMMHBIM O0OeCIIeUeHHEM, 000PYI0BAHHE TSI MOAKIIFOUCHHS K
cetn «HTEpHETY.

Jocka mapkepHas. [IpoexTop. JkpaH A1 JEMOHCTPAIMH BHACOMATEPHATIOB.
KommyTarop. [Ipunrep. Komonku. TumoBoit coCcTas A1 MOHTAXKA U HATAAKH
KOMITBFOTEPHOH CETH: KAOCIM PA3IMYHOTO THUIA, O0)KHMHOM HHCTPYMEHT, KOHHEKTOPBI,
TecTep AN Kabels, yHUBEPCATIbHBIN KPOCC-HOK, KPOCC-TIAHEIb.

MoayabHas CTOMKA, BCTPOSHHAS B METAJIMUECKUNA aHTHBAHAATbHBIM HECTOPACMBIN
mKa(; maTI-MaHeTH.

Kommnexr Mebemu a7t opraHu3aniy pabounx MECT 00y HArOIIMXCS H IEPCOHATIBHBIC
KOMIIBIOTEPHI -14 mT.:

IIIxadsr A1t XpaHEHUS HHCTPYMEHTOB, TIOCOOHIA.

DIEKTPOHHBIH KOMILICKT YYCOHO-METOTHICCKON TOKYMEHTALIHL.
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Harmsaausie mocoOus.
Bemanka. KopsuHa 1711 Mycopa. ANTeUka ICPBOH MCIHIIMHCKOH TOMOTIIH.
OreeTymmrens.

3.2. CneunuaJjibHble YCJI0BHS pPeaju3alui NPOrpaMMbl NPAKTHKH

Obyuarommecss ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBbSl O0€CHEueHbl NEYaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTENbHBIMU pecypcamMu (IPOTpaMMbl, yUeOHHKH, ydeOHbIE MOCcCoOUs,
MaTepHalbl AJIsl CAMOCTOSTENIbHOM padoThl U T.4.) B popMax, afanTUPOBAHHBIX K OTPaHUYECHUSIM
UX 37J0POBbsI U BOCIIPUSATHS HHPOPMALIHH:

O MUY C HAPYUWEHUSAMU 3PEHUS:

- B IeYaTHOH (popMe YBEITMIEHHBIM MIPUPTOM;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

- B edaTHoOH Gopme Ha si3bike bpaiins;

OIAL MUY C HAPYUEHUSAMU CYXA:

- B Me4aTHOU (opme;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

OIAL MUY C HAPYULEHUAMU ONOPHO-0BUSAMETIbLHO20 ANNAPAMAL:

- B Me4aTHOU (opme;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

OJIsL Y C HEPEHO-NCUXUYECKUMU HAPYuieHusMY (PacCTPONCTBA ayTHCTUYECKOTO CIIEKTPA,
HApYLIEHUS] ICUXUYECKOTO PA3BUTHS) UCTIONB3YETCS TEKCT C WILTFOCTPALIHSIMH,

MYJIbTUMEIUITHBIE MATEPUAIIBL.
3.3. UudopmannoHHOe o0ecnieyeHHE peanu3aliuy IporpaMmbl

3.3.1. OcHOBHBIE 3JIEKTPOHHBIE H3IAHHSA

1. boes, B. ZI. KowmmbloTepHOe MOAENUpPOBaHUE CUCTEM: y4eOHOE TOcoOHe IJisi CPeaHEro
npodeccuonanaproro oopaszosanus / B. 1. boes. — Mocksa: M3narensctso FOpaiit, 2024, —
253 c¢. — (IIpodeccuonanpbHoe obpaszoBanme). — ISBN 978-5-534-10710-4. — Tekcr:
snekTponHbi  //  OO6pazoBarenbHas  mmatgopma  FOpaiir  [caiit] —  URL:
https://urait.ru/bcode/539693 (nara obpamenus: 05.03.2024).

2. Makcumos, H. B. KomnberoTepHbie cetu: yueoHoe nocobue / H.B. Makcumos, .. ITonos. —
6-e u3z., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2024. — 464 c¢. — (Cpennee
npodeccuonaabHoe oOpazoBanue). - ISBN 978-5-00091-454-0. - Tekct: anexTpoHHsIi. - URL:
https://znanium.com/catalog/product/2122501 (mata obpamenusi: 05.03.2024). — Pexum
IOCTyMA: TI0 MOAIMHUCKE.

3.3.2. lonoJIHUTEIbHbIE HCTOYHHKH

1. borareipes, B. A. HanexHocTh HHYOPMAIIMIOHHBIX CUCTEM: yUeOHOE TOCOOUE ISl CPEIHETO

npodeccuonanpsHoro odpazosanusi / B. A. BorateipeB. — Mocksa: M3narenscTso FOpaiit,
2023. — 318 ¢. — (Ilpodeccuonansuoe obpasosanue). — ISBN 978-5-534-15205-0. —
Tekct: snextponnbiit // OOpasosarenpHast miatdopma FOpaiit [calit] — URL:

https://urait.ru/bcode/520442 (nara obpamenus: 12.03.2024).

2. 3awmsaruna, O. M. HMH}OKOMMYHUKALIMOHHBIE CUCTeMbI H CeTH. OCHOBBI MOAETHUPOBAHUS:
yaeOHOoe mocobue mist cpeanero npodeccuonanbHoro obpasosanusi / O. M. 3amstuHa. —
Mocksa: M3narensctso FOpaiit, 2024. — 167 ¢. — (Ilpodeccuonanbuoe odpa3oBaHue). —
ISBN 978-5-534-17558-5. — Texcrt: anextpoHHbIii // O6pa3oBarenbHast miatdopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/542346 (nara obpammenus: 05.03.2024)

19




3. KommnberoTtepnsie cetu: yuebnuk: [12+]/ A. H. Anekcaxun, C. A. Anekcaxuna, A. B. barumes
[u np.]; mox obm. pen. A. M. HeuaeBa. — Mocksa: Yausepcuter Cuneprus, 2023. — 313 c.:
wi., Tabn., cxem. — (YHuBepcuteTckasi cepusi). — Pexxum mocrtyna: mo noamucke. — URL:
https://biblioclub.ru/index.php?page=book&i1d=699933 (mata oOpamenusi: 05.03.2024). —
bubmuorp. B kH. — ISBN 978-5-4257-0558-7. — DOI 10.37791/978-5-4257-0558-7-2023-1-
312. — TekcT: 3JIEKTPOHHBII.

4. Hosoxwumnos, O. IL Apxurektypa OBM wu cucrem: y4eOHUK JJIE CPEIHETO
npodeccuonansHoro odbpasosanus / O. I1. HoBoxkunos. — Mocksa: U3narensctBo FOpaiit,
2024. — 511 ¢. — (IIpodeccuonanproe odpazopanue). — ISBN 978-5-534-18446-4. —
Tekct: snextponnbiii // OOpasoparenmpHast tuatgpopma FOpaiit [caiit] — URL:
https://urait.ru/bcode/535024 (nara oOpamenus: 05.03.2024).

5. Cononepuu, A. B. Komnerotepusie cetu: yueOHoe mocodue / A. B. CononeBud. — MUHCK:
PUIIO, 2021. - 208 «c¢: wun. — Pexum jgocTtyma: 0O  TOANHCKE. —
URL:https://biblioclub.ru/index. php?page=book&id=697153 (nara oOpamenus: 05.03.2024).
— bubmmorp.: ¢. 206. — ISBN 978-985-7253-43-2. — TeKCT: 3J€KTPOHHBIM.

4. KOHTPO/JIb H OLIEHKA PE3YJ/IBTATOB OCBOEHHUA ITPOOECCHOHAJIBHOI' O MOAYIIA

«lIM.01 Hacmpoiika cemegoii udhppacmpyKmypol»

Kon 1 Haumenosanue I1K u
OK, ¢popmupyembIxX B
paMKax MOAYJis

Kpurepun onenkn

Mertonb! onieHku

IIK 1.1. JlIokyMeHTHPOBAaTH
COCTOSIHUSA
UH(OKOMMYHUKAITTOHHBIX
CHUCTEM U UX COCTABJISAIOLINX
B IIPOLIECCE HAJIANKHU U
SKCIUlyaTaluuu

IIK 1.2. IlopnepxuBathb
paboTOCOCOOHOCTD
anmnapaTHO-NIPOrPaMMHBIX
CPEACTB yCTPOUCTB
WH(POKOMMYHUKALIMOHHBIX
CUCTEM

IIK 1.3. Ycrpansare
HEHCIIPaBHOCTH B paboTe
HH(}OKOMMYHHKALIMOHHBIX
CHCTEM

IIK 1.4. ITpoBoguts
MPUEMO-CIIATOYHbBIC
UCTIBITAHUST KOMITBIOTEPHBIX
CeTEH U CETEBOTO
000pyIOBaHUS PA3TUYHOTO
YPOBHSI M OLICHKY Ka4eCTBa
CETEBOI TOMOJIOTHUH B

Onpenenenue
poeCCUOHANTLHOM 3a1a4H
U 3TariOB €€ BBINTOJIHCHUA

D¢ PexTuBHBIT TOUCK
UH(POPMALIUU IJIST PELICHHUSI
poeCCUOHANTLHOM 3a1a4H

Onpenenenne pecypcoB IJIst
peleHus
poeCCUOHANTLHOM 3a1a4H

OueHKa «OTJIMYHOY -
TEXHUYECKOE 3a/IaHHE
POaHATHU3UPOBAHO,
anropuTM paspaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U
oopmIIeH B COOTBETCTBUU
CO CTaHIapTaMH, TOSICHEHbI
€r0 OCHOBHBIE CTPYKTYPHI.

Dx3ameHn/3aueT B hopme
cobecenoBaHus:
MPaKTHYECKOE 3aJaHUe 10
MOCTPOEHHIO AJIrOPUTMA B
COOTBETCTBHHU C
TEXHUYCCKUM 3adHUEM

DKCHepTHOE HAOMIOICHNE U
OLIEHKa Ha J1abopaTopHO -
NPAaKTUYECKHUX 3aHITHSX, TTPH
BBITIOJTHEHUH PadoT Mo
yueOHOH H
MPOU3BOACTBEHHOMN
MpaKTHKAM

3ammuTa OTYETOB 1O
MPAKTUICCKUM U
nabopatopHbIM paboTam

Hntepnperanus pe3ynbTaToB
HabroIeHuit 3a
IESITeTbHOCTBIO
oOyuJarorerocs: B mporecce
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paMKax CBOEH
OTBETCTBCHHOCTHU

IIK 1.5. OcymecTBnsTh
pe3epBHOE KOIMPOBAHUE U
BOCCTaHOBJICHHE
KOH(HUrypanuu ceTeBoro
obopynoBaHus
UH(pOPMALIMOHHO-
KOMMYHHKAILIMOHHBIX
CHCTEM.

IIK 1.6. OcyecTBisTh
WMHBEHTAPH3ALIHIO
TEXHUYECKHX CPEICTB
CeTeBOI MHPPACTPYKTYPHI,
KOHTPOJIb 000pYIOBaHUS
TIOCJIe IPOBEIEHHOTO
peMoHTa

IIK 1.7. OcyiecTBasTh
periaMeHTHOe
00CITy>)KUBaHHE U 3aMEHY
PacXOIHBIX MaTEPUANIOB
nepuepuitHOro, CETEBOrO U
CepBEPHOro 000y IOBAHHS
HH(}OKOMMYHHKALIMOHHBIX
CHCTEM

OrneHka «xoporo» -
anroputM paspadoTas,
oopmIIeH B COOTBETCTBUU
CO CTaHJapTaMH H
COOTBETCTBYET 33JJaHHUIO,
MOSICHEHBI €r0 OCHOBHbBIE

CTPYKTYPBL

Ouenka
«YIOBIIETBOPUTETILHOY -
ANTOPUTM pa3paboTaH u
COOTBETCTBYET 33JJaHUIO.

OCBOeHUs1 0Opa3oBaTeIbHOMN
IIPOrPaMMBbl

OK 01. Beibupatb criocobs!
pelIeHus 3a1a4
npo¢heCCHOHATTbHON
IeATeNIbHOCTH
MPUMEHHUTECIIBHO K
Ppa3JIMYHbIMHU KOHTCKCTaM

ITon6op BapuaHTOB
pelIeHNs] KOHKPETHON
poheCCUOHAITLHOM 3a1auu
WU IpoOIeMBbI

OrueHka MOJHOTHI MePEeUHs]
NoJOOPaHHBIX BAPUAHTOB

OK 02. Mcnonp3oBaThb
COBPEMEHHBIE CPEICTBA
MOUCKA, aHAJIN3a U
UHTEPTPETALNN
uHpopmanuy, u
UH(pOpPMaLMOHHBIE
TEXHOJIOTUH IS
BBITTOJIHEHHS 337124

JIeMOHCTpanys HaBbIKOB
UCTIONIB30BAHUS
UH(POPMALIMOHHBIX
MOpTaJIOB B ceTu MHTEpHeT,
BKJIFOYasl OpuLInanbHbIe
UH(POPMALIMOHHO-TIPABOBBIC
MIOPTAJIBI

OrueHka MOJHOTHI MePEeUHs]
NoJOOPaHHBIX BAPUAHTOB

npo¢heCCHOHATTbHON

JESITeJIbHOCTH

OK 03. IInanuposars u JleMOHCTpanus uHTEpeca K | YdacTue B MEpONPUSATUAX
pean30oBbIBaTh BBIOpaHHOMN (omMMITHAABI, KOHKYPCHI
coOCTBEHHOE CHEeLUATBHOCTH, K npodecCHOHATBHOTO
npodecCHOHATIBHOE U MHHOBALIMOHHBIM MacTepCTBa, CTAKUPOBKU U
JMYHOCTHOE Pa3BUTHE, TEXHOJIOTUSIM B 00J1acTH ap.), TPOBOJUMBIX KaK
MPeaNPUHUMATEIbCKYIO npodecCHOHATBHOM o0pa3oBaTebHBIM
NeSITENIbHOCTD B JesITeIbHOCTH 3aBeIeHUEM, TaK U

npodeccnonaabHOI chepe,
HCIOJIb30BATh 3HAHUSI 1O
paBOBON M (YMHAHCOBOM

BENYLUUMH OPEANPUITUAMU
OTpaciau
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'paMOTHOCTU B PA3JIMYHBIX
JKU3HCHHBIX CUTYAlHUAX

OK 04. D¢ppexruro
B3aUMOJICNCTBOBATh U
paboTaTh B KOJUIEKTHBE U
KOMaH[e

JIeMOHCTpUPOBATh HaBbIKU
MEKIIMYHOCTHOTO OOIIEeHUS
¢ cobroneHnemM
OOIIETTPUHATHIX MPABUII CO
CBEPCTHHKAMH B
oOpa3oBaTeNbHO rpymre, ¢
NPENoJaBaTeIIsIMA BO BPEMST
o0y4eHus, ¢
PYKOBOIUTEISIMH
MPOU3BOACTBEHHON
MPAKTHKU

DKCnepTHOE HAOMIOIeHNE
IMOBEACHYCCKUX HABBIKOB B
xoJe o0y4ueHust

OK 05. OcyiiecTBisATb
YCTHYIO M TUCbMEHHYIO
KOMMYHHKAIIHIO Ha
rOCyIapCTBEHHOM SI3bIKE
Poccutickoit @eaepanuu ¢
yU€TOM OCOOEHHOCTEH
COLIMAJIBHOTO U
KYJbTYPHOTO KOHTEKCTA

JleMOHCTpalusi HABBIKOB
rpPaMOTHOH YCTHOH U
MUCbMEHHON pedn

DKCnepTHOE HAOMIOIeHNE
HaBBIKOB YCTHOTO U
MUCBMEHHOTO OOIIEeHUs B
xoJe o0y4ueHust

OK 06. ITposiBnsATh
rpakIaHCKO-
MNaTPUOTUYECKYIO MO3ULMIO,
JEMOHCTPUPOBATH
OCO3HAaHHOE MOBEACHHUE Ha
OCHOBE TPaJULIMOHHBIX
POCCUICKUX TYXOBHO-
HPaBCTBEHHBIX LICHHOCTEM,
B TOM YHCJIE C Y4ETOM
rapMOHU3ALUN
MEXHALMOHAIBHBIX U
MEXKPEIUTHO3HbIX
OTHOLIEHUH, IPUMEHSTh
CTaHOApPThI
AHTUKOPPYILILOHHOTO
MOBEACHUS

DopMHUpPOBAaHHE YYBCTBA
MaTPUOTU3MA,
rPa’KIaHCTBEHHOCTH,
YBOKEHUS K TAMSITH
3amuTHUKOB OTeuecTra 1
noasuram ['epoes
OreuecTBa, 3aKOHY U
MPaBOMOPSIIKY, YEJIIOBEKY
TPylla ¥ CTapiiemMy
MOKOJIEHUIO;

B3aUMHOTO YBaKEHUS,
OepeKHOTO OTHOIICHHUSI K
KyJIbTYPHOMY HaCJIEANIO U
TPAOULIUSM
MHOTOHALIMOHAJIBHOTO
Hapoaa Poccuiickoi
®enepanuy,
HETEPITUMOCTH K
KOPPYIMUHUOHHBIM
MTPOSIBICHUSIM

YyacTtue B MEPONPUATHAX
NaTPUOTUYECKON
HAIPaBJIEHHOCTH, B
MIPOBEACHUN BOCHHO-
CIIOPTHUBHBIX UIP; YYaCTHE B
porpaMmmax
AHTUKOPPYNLIMOHHON
HaIPaBJIEHHOCTH

OK 07. ConeiicTBOBaTH
COXPAaHEHUIO OKPYIKAKOLIEH
cpensl,
pecypcocOepekeHunro,
NPUMEHSITh 3HAHUS 00
U3MEHEHUH KJIMMATa,
MPUHLHIBI OEPeKITUBOTO
NPOM3BOACTBA, 3P PEKTHBHO
NENCTBOBATD B
Ype3BbIUANHBIX CUTYAIHSIX

dopmupoBaHue OepeKHOTo
OTHOLLIEHUS K NIPUPOLE U
OKpY’Karollen cpeae

DKCnepTHOE HAOMIOIeHNE
JIE€MOHCTPAIIMK HABBIKOB
COOJTFOIEHMSI TTPABHIT
SKOJIOTUYECKOMN
0€30MacHOCTH B BEICHUU
podheCCUOHANTbHOM
NESITeTbHOCTH,
(dbopMUpOBaHIE HABBIKOB
3¢ pexTUBHBIX HeiCTBHIT B
YpE3BbIUANHBIX CUTYAIHSIX
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OK 08. Ucnonb3oBarh
cpenctna Gpu3nIecKoit
KYJIBTYPBI TSI COXPAHEHUS
U YKPETUICHHS 3J0POBbSI B
nporiecce
npodecCHOHATBHOMI
IeSATEeIbHOCTH U
noAIePIKaHUS
HEOOXOIUMOTO YPOBHS
busmueckoi
MOATOTOBJIEHHOCTH

dopmupoBaHue OepeKHOTo
OTHOLIEHHS K 37I0POBbBIO

VYyacTue B CHOPTUBHBIX
MEPOTIPHUSATHSIX, TPOBOAUMBIX
oOpa3oBaTeNbHbIM
yUpeKICHUEM, BEICHUE
3I0pPOBOTO 00pa3a KU3HU

OK 09. Ilonp30BarbCest
npo¢heCCHOHATTbHON
JOKYMEHTaluen Ha
roCy1apCTBEHHOM H
WHOCTPAHHOM SI3bIKaX

JleMOHCTpaus yMeHUs1
COCTABJISITh TEKCTHI
TOKYMEHTOB, OTHOCSIIIUXCS
K podecCHOHATbHON
NesITeIbHOCTH, Ha
roCyJJapCTBEHHOM U
MHOCTPAHHOM SI3bIKAaX

DKCIepTHAas OIIEHKa
COOJTFOIEHMSI TTPABHIT
COCTaBJICHUS TOKYMEHTOB

23




